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Abstract: 

 Wireless Body Area Network (WBAN) connects autonomous nodes (e.g. sensors and actuators) that are situated in the 

clothes, on the body or under the skin of a person. The network typically expands over the whole human body and the nodes are 

connected through a wireless communication channel. According to the implementation, these nodes are placed in a star or 

multihop topology. Wireless Body Area Networks (WBANs) are predictable to play a major role in the field of patient -health 

monitoring in the near future, which gains tremendous attention amongst researchers in recent years. One of the challenges is to 

establish secure communicat ion architecture between sensors and users, whilst addressing the prevalent security and privacy 

concerns. In this paper, we propose ECC algorithm. Elliptic curves and their use in cryptography. The focus is on the performance 

advantages to be obtained in the wireless environment by using elliptic curve cryptography instead of a traditional cryptosys tem 

like RSA. Specific applications to secure messaging and identity-based encryption are discussed. 

 

Keywords: telecommunication security, body area network, cryptographic protocols, data communication, data privacy, mes sage 
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1. INTRODUCTION 

Body Area Network (BAN) is a technology that 

allows communication between especially and ultra-low-

power intelligent sensors/devices that are located on the body 

surface or entrenched inside the body. In addition, the 

wearable nodes can communicate to a regulator device that is 

located in the vicinity of the body. These radio-enabled 

sensors can be used to intermittently gather a mixture of 

important health and/or physiological data (i.e . informat ion 

critical to provid ing care) wirelessly. The networking ability 

between these body devices and possible integration with 

existing IT infrastructure could result in a persistent 

environment that can convey health-related informat ion 

between the user’s location and the healthcare service 

provider. Radio-enabled implantable medical devices offer an 

innovative set of applications among which we can point to 

smart pills for precision drug delivery, intelligent endoscope 

capsules, glucose monitors and eye pressure sense systems. 

Similarly, wearable sensors allow for various 

medical/physiological monitoring (e.g. electrocard iogram, 

temperature, respiration, heart  rate, and blood pressure), 

disability assistance, human performance management, etc. A 

simple case of BAN application would be a device equipped 

with a built in reservoir and pump. This device could 

administer just the right quantity of insulin to a diabetic person 

based on wirelessly received glucose level measurements from 

another body sensor. 

Everywhere healthcare is an emerging technology 

that promises increases in efficiency, accuracy and availability 

of medical treatment due to the recent advances in wireless 

communicat ion and in electronics offering small and 

intelligent sensors able to be used on, around, in or implanted 

in the human body. In this context, Wireless Body area 

networks (WBANs) constitute an energetic field of research 

and development as it offers the potential of great 

improvement in the delivery and monitoring of healthcare. 

WBANs consist of a number of heterogeneous biological 

sensors. These sensors are placed in d ifferent parts of the body 

and can be wearab le o r implanted under the user skin. Each of 

them has specific requirements and is used for different 

missions.  

These devices are used for measure changes in a 

patient vital signs and detecting emotions or human statuses, 

such as fear, stress, happiness, etc. They communicate with a 

special coordinator node, which is generally less energy 

constrained and has more processing capacities.  

 

 

Figure1: Architecture for Body Area Network. [26]. 

 

It is answerable for sending biological signals of the 

patient to the medical doctor in order to provide real t ime 

medical diagnostic and allow h im to take the right decisions. 
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2. RELATED WORK 

 

A. Wireless Body Area Networks: A Survey (2013) 

 

Samaneh et al., proposed a mechanis m a survey of W BAN for 

recent development and technological advancements in 

wireless communication, Micro  Electro  Mechanical Systems 

(MEMS) technology and integrated circuits has enabled low-

power, intelligent, miniaturized, invasive/non-invasive micro  

and nano-technology sensor nodes advantageously placed in  

or around the human body to be used in various applications, 

such as personal health monitoring. Th is stimulating new area 

of research is called Wireless Body Area Networks (WBANs) 

and leverages the rising IEEE 802.15.6 and IEEE 802.15.4j 

standards, specifically standardized for medical WBANs. The 

aim of WBANs is to simplify and advance speed, accuracy, 

and reliab ility of communicat ion of sensors/actuators within, 

on, and in the immediate proximity of a human body. The vast 

scope of challenges related with WBANs has led to numerous 

publications. In this paper, we survey the current state-of-art 

of WBANs based on the latest standards and publications. 

Open issues and challenges within each area are also explored 

as a source of inspiration towards future developments in 

WBANs. [4]. 

 

B. A Survey on Intrabody Communications for Body Area 

Network Applications (2013), 

 

MirHojjat Seyed et al., describe the Intra body 

communicat ion on rapid increase in healthcare demand has 

seen original developments in health monitoring technologies, 

such as the body area networks (BAN) paradigm. BAN 

technology envisions a network of continuously operating 

sensors, which  determine crit ical physical and physiological 

parameters e.g., mobility, heart rate, and glucose levels. 

Wireless connectivity in BAN technology is key to its success 

as it grant portability and flexib ility to the user. While radio  

frequency (RF) wireless technology has been successfully 

deployed in most BAN implementations, they consume a lot 

of battery power, are subject to electromagnetic interference 

and have security issues. Intrabody communication (IBC) is an 

alternative wireless communication technology which uses the 

human body as the signal propagation medium. IBC has 

characteristics that could as expected deal with the issues with 

RF for BAN technology. This analysis examines the on-going 

research in this area and places of interest IBC core 

fundamentals, current mathemat ical models of the human 

body, IBC transceiver designs, and the remain ing research 

challenges to be address. IBC has excit ing prospects for 

making BAN technologies more pract ical in the future. [27]. 

 

C. Body Area Network Security: A Fuzzy Attribute-

Based Signcryption Scheme 

 

Chunqiang Hu, Nan ZhangBody et al., presented 

BAN Security for using Fuzzy Attribute Signcryption  is 

anticipated to play a major role in the field of patient-health 

monitoring in the near future. While it is vital to support 

secure BAN access to address the obvious safety and privacy 

concerns, it is equally  significant to maintain  the elasticity of 

such security measures. For example, elasticity is required  to 

ensure that first-aid  personnel have access to critical 

informat ion stored in a BAN in developing situations. The 

inherent tradeoff between security and elasticity calls for the 

design of novel security mechanisms for BANs. In this paper, 

we expand the Fuzzy Attribute-Based Signcryption (FABSC), 

a novel security mechanism that makes a proper tradeoff 

between security and elasticity. FABSC leverages fuzzy  

Attribute-based encryption to facilitate data encryption, access 

control, and digital signature for a patient's medical  

informat ion in a BAN. It combines digital signatures and 

encryption, and provides confidentiality, authenticity, 

enforceability, and collusion resistance. We theoretically  

prove that FABSC is efficient and feasible. We also analyze 

its security level in p ractical BANs. [10] 

 

D. BANA: Body Area Network Authentication Exploiting  

Channel Characteristics (2013) 

 

Lu Shi et al. proposed a mechanis m for wireless body 

area network (BAN) Authentication Explo iting channel 

characteristics be node authentication is essential for 

responsible and reliable gathering of patient’s critical health 

informat ion. Tradit ional authentication solutions depend on 

prior trust among nodes whose enterprise would require either 

key pre-d istribution or non-intuit ive participation by 

inexperienced users. Most existing non-cryptographic 

authentication schemes need advanced hardware or significant 

modifications to the system software, which are impract ical 

for BA Ns. We propose a lightweight body area network 

authentication scheme BANA. Different from subsequent 

work, BANA does not depend on prior-trust among nodes and 

can be efficiently realized on commercial off-the-shelf low-

end sensors. We achieve this by explo iting a unique physical 

layer characteristic in nature arising from the mult i-path 

environment surrounding a BAN, i.e., the distinct received 

signal strength (RSS) variation behaviors among on-body 

channels and between on-body and off-body communication 

channels. [2]. 

 

E. Coloring-Based Inter-WBAN Scheduling for Mobile 

Wireless Body Area Networks (2013) 

 

Shih Heng Cheng et al., presented in this study, 

arbitrary incomplete coloring (RIC) with low time-complexity  

and high spatial recycle is projected to overcome inbetween 

wireless-body-area-networks (WBAN) interference, which can 

cause serious throughput dreadful conditions and energy 

waste. Interference-avoidance scheduling of wireless networks 

can be modeled as a problem of graph coloring. For instance, 

high spatial reprocess scheduling for a dense sensor network is 

mapped to high spatial-reuse coloring; fast convergence 

forecast for a mobile ad hoc network (MANET) is mapped to 

low time-complexity coloring. However, for an impenetrable 

and mobile W BAN, inter-WBAN scheduling (IWS) should 

simultaneously satisfy both of the following requirements: 1) 

high spatial-reuse and 2) fast convergence, which are tradeoffs 

in conventional coloring. By relaxing the coloring ru le, the 

predictable distributed coloring algorithm RIC avoids this 

tradeoff and satisfies both requirements. Simulation fallout 

verifies that the proposed coloring algorithm effectively  

overcomes inter-WBAN interference and invariably supports 

higher system throughput in various mobile WBAN scenarios 

compared to conventional colorings. [3]. 
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F. Certificateless Remote Anonymous Authentication 

Schemes for Wireless Body Area Networks (2013) 

  

Zonghua Zhang et al., proposed by Wireless body 

area network (WBAN) has been Remote Anonymous 

Authentication Scheme recognized as one of the shows 

potential wireless sensor technologies for improving 

healthcare service thanks to its capability of seamles sly and 

continuously exchange medical information in real t ime. 

However, the lack of a clear in-depth defense line in such a 

new networking parad igm would make its potential users 

worry about the leakage of their private information, 

especially to those unauthenticated or even spiteful 

adversaries. In this paper, we present a pair of efficient and 

light-weight authentication protocols to enable remote W BAN 

users to secretly enjoy healthcare service. In particular, our 

authentication protocols are rooted with a novel certificateless 

signature (CLS) scheme, which is computational capable and 

provably secure against existential forgery on adaptively 

chosen message attack in the random oracle model. Also, our 

designs ensure that application or service providers have no 

opportunity to disclose the real identities of users. Even the 

network manager, which  serves as private key generator in the 

authentication protocols, is prevented from impersonating 

legitimate users. [1]. 

 

G. Deployment of Hash Function to Enhance Message 

Integrity in Wireless Body Area Network (WBAN) (2016) 

 

Ahmed Alzubi et al., p roposed mechanism for 

Message integrity is found to prove the transfer in  sequence of 

patient in health care monitoring system on the human body in 

order to collect and communicate the human personal data. 

Wireless body area network (W BAN) applications are the fast 

on the increase technology trend but security and privacy are 

still largely  ignored, since they are hard  to achieve g iven the 

limited computation and energy property offered at sensor 

node level. In th is paper, we propose simple hash based 

message authentication and integrity code algorithm for 

wireless sensor networks. We test the proposed algorithm in  

MATLAB on path loss model in the order of the human body 

in two scenarios and compare the result before and after 

enhancement and show how sensors are connected with each 

other to prove the message integrity in monitoring health 

environment. [5]. 

 

3. EXISTING S YSTEM 

 

Chunqiang Hu, et al., In this paper, we propose a 

communicat ion architecture for BANs, and design a method to 

secure the data communications between implanted wearable 

sensors and the data sink data consumers (doctors or nurse) by 

employing Cipher text Policy Attribute Based Encryption 

(CP_ABE) and signature to store the data in cipher text  format  

at the data sink, hence ensuring data security. Our scheme 

achieves a role-based access control by employing an access 

control tree defined by the attributes of the data. We also 

design two protocols to securely retrieve the sensitive data 

from a BAN and instruct the sensors in a BAN. We evaluate 

the proposed scheme, and argue that it  provides message 

authenticity and collusion resistance, and is efficient and 

feasible. We also calculate its performance in terms of energy 

consumption and communication overhead.[19]. 

Disadvantages of Existing System 

 

 When a doctor wants to send instructions or commands to 

a sensor in a BAN, direct communicat ions between the 

doctor and the sensor are needed. 

 

 Since energy consumption is linearly proportional to the 

message size. 

 

 Revocation is a practical problem in real life applicat ions. 

 

  A doctor may be transferred to another hospital and his 

secret keys for the attributes should be revoked. 

 

 Indeed, this is a problem regarding how to revoke a user 

in the ABE system. In a typical ABE system, an attribute 

is associated with a time stamp. 

 
4. PROPOS ED S YS TEM 

 

4.1. SYS TEM MODEL  

 

In this system, it proposes Body Area Network 

(BAN) an enhanced ECC algorithm for high security. Public-

key cryptography is based on the intractability of certain  

mathematical problems. Early public -key systems are secure 

assuming that it is difficult to factor a large numeral composed 

of two or more large prime factors.  

 

For elliptic -curve-based protocols, it is assumed that 

finding the discrete logarithm of a random elliptic curve 

component with respect to a publicly known base point is 

infeasible: this is the "elliptic curve discrete logarithm 

problem" or ECDLP. The security of ECC depends on the 

capability to compute a point multip licat ion and the inability 

to compute the multiplicand given the original and product 

points.  

 

Elliptical curve cryptography (ECC) is a public 

key encryption technique based on elliptic curve theory that 

can be used to create faster, smaller, and more efficient 

cryptographic keys. ECC generates keys through the 

properties of the elliptic curve equation instead of the 

traditional method of generation as the product of very 

large prime numbers. The technology can be used in 

conjunction with most public key encryption methods, such as 

RSA, and Diffie-Hellman. According to some researchers, 

ECC can yield a level of security with a 164-b it key that other 

systems require a 1,024-bit key to achieve. Because ECC 

helps to establish equivalent security with lower computing 

power and battery resource usage, it is becoming widely used 

for mobile applications.  

 

 

 

https://en.wikipedia.org/wiki/Integer_factorization
https://en.wikipedia.org/wiki/Discrete_logarithm
https://en.wikipedia.org/wiki/Elliptic_curve_point_multiplication
http://searchsecurity.techtarget.com/definition/public-key
http://searchsecurity.techtarget.com/definition/public-key
http://searchsecurity.techtarget.com/definition/encryption
http://searchsecurity.techtarget.com/definition/key
http://whatis.techtarget.com/definition/prime-number
http://searchsecurity.techtarget.com/definition/RSA
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Figure 4.1.Secure Replay ECC in BAN. 

 

The mainly usage of BAN in s mall key sizes make 

ECC very appealing for devices with limited storage or 

processing power, which are becoming increasingly common 

in the IoT.  

The most commonly use RSA keys and the 

recommended size of these keys keeps increasing (e.g., from 

1024 b it to 2048 bit  a few years ago) to maintain sufficient 

cryptographic strength. An alternative to RSA is ECC. Both 

key types share the same important property of being 

asymmetric algorithms (one key for encrypting and one key 

for decrypting). However, ECC can offer the same level of 

cryptographic strength at much smaller key sizes - offering 

improved security with reduced computational requirements.  

With smaller key sizes, Elliptic Curve 

Cryptography (ECC) based signature schemes provide 

equivalent levels of security. ECC has additional advantages 

of being usable in environments that involve resource-

constrained platforms. Like RSA, ECC based schemes are 

used for both digital signatures and encryption. 

National Institute of Standards and Technology 

(NIST) Recommended Key Sizes are, 

 

Symmetric Key 

Size 

(bits) 

RSA and Diffie-

Hellman Key 

Size(bits) 

Elliptic Curve 

Key Size(bits) 

80 1024 160 

112 2048 224 

128 3072 256 

192 7680 384 

256 15360 521 

 

Table 1: Recommended Key Sizes  
 

4.2 PROPOS ED MECHANIS M 

 

Our mechanis m is for checking the presence of for 

secures data transmission we use Elliptic Curve 

Cryptography algorithm. 

Elliptic Curve Cryptography (ECC) was discovered 

in 1985 by Victor Miller (IBM) and Neil Koblitz (University 

of Washington) as an alternative mechanism for 

implementing public-key cryptography 

 
Figure 4.2.1 Block Diagram of ECC 

 

The equation of an elliptic curve is given as, 

 
Few terms that will be used, 

E -> Elliptic Curve  

P -> Point on the curve  

n -> Maximum limit (This should be a prime number) 

 

 
Figure 1: example simple elliptic curve.  
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From Fig-1 any plaintext can be hidden inside 

curve, image and other sources. For this purpose there is a 

need of private key to encrypt the plaintext to CipherText.  

Similarly for decrypting CipherText to Plaintext enter the 

same key which was used for encrypting the text. 
 

Key Generation 

 For secure data transmission we use Elliptic Curve 

Cryptography algorithm which uses key generation 

technique  

 The sender will encrypt the message with receiver’s 

public key and the receiver will decrypt its private 

key. 

 Using the following equation we can generate the 

public key  

Q = d * P 

Where d = the random number that we have selected 

within the range of (1 to n-1). 

P is the point on the curve. Q is the public key.d  is the 

private key  

 

Encryption 

 Let ‘m’ be the message that we are sending 

 Consider ‘m’ has the point ‘M’ on the curve  ‘E’. 

Randomly select ‘k’ from [1 - (n -1)]. 

 Two cipher texts will be generated let it be C1 and 

C2. 

 

 

 

 

C1 = k*P 

C2 = M + k*Q  

C1 and C2 will be sent. 
 

Decryption 

 We have to get back the message ‘m’ that was sent  

M = C2 – d * C1  

M is the original message that we have send. 

 

Work Done  

M = C2 – d * C1 

‘M’ can be represented as ‘C2 – d * C1′  

M=C2 – d * C1 

= (M + k * Q) – d * (k * P) 

(C2 = M + k * Q and C1 = k * P) 

= (M + k * (d * P)) – d * k *P 

= M+ (k*d*P)-(d*k*p) 

(Q=d*P) (Cancelling out k * d * P) 

= M (Orig inal Message) 

This specified mechanis m how a packet of data is sent from 

source to destination.Source node encrypts the message 

using ECC algorithm. The encrypted message is transferred 

in data packets along the randomly selected path. Other 

nodes cannot see what is being transferred  in  the packets . 

Once data packets reached the destination, data’s are 

decrypted in the destination node using the cipher key. 

Message sent from source is received in destination without 

loss or damage to data.  

  

4.2.2 Module of Detailed Design 
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TABLE MANIPULATION ROUTE DISCOVERY 

SOURCE AND 
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K
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Route Maintenance 
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SOURCE NODE 

Receive Data Packet 

Destination node 

Time 



International Journal of Engineering Science  and Computing, April  2017         10078                                                                  http://ijesc.org/ 

4.3 DEPLOYMENT OF ELLIPTIC CURVE 

CRYPTOGRAPHY (ECC) TO ENHANCE MESSAGE 

INTEGRITY IN WIRELESS BODY AREA NETWORK 

 Pathway loss in wireless body area WBAN take a big  

attention in research area because the patients live 

depending this information, for that this study proposed 

method depending the Elliptic curve cryptography 

(ECC) to encrypt the data of patient before sending to 

the receiver station. ECC requires litt ler keys contrasted 

with non ECC cryptography (taking into account plain 

Galo is fields) to give proportional security. Elliptic 

bends are relevant for encryption, computerized marks, 

pseudo-arbitrary generators and different errands  

 They are addit ionally  utilized  as a part  of a few whole 

number factorization  factorizations 

 The accurate area and connection of the sensor nodes on 

the human body rely on upon the sensor sort, size, 

furthermore, weight. Sensors can be worn as standalone 

gadgets or  can be incorporated with gems, connected 

as small fixes on the skin, covered up in the client's 

garments or shoes, or even embedded in the client's 

body  

 The principle d istinction amongst RSA and Elliptic 

Curve Cryptography is that not at all like RSA. Elliptic 

Curve Cryptography offers the  

Same level of security for little key sizes. Elliptic  Curve 

Cryptography is exceptionally scientific in nature. 

While routine  open key cryptosystems (RSA, 

Diffie - Hellman and  DSA) work specifically  on 

extensive whole numbers, an Elliptic Curve 

Cryptography works over focuses on an elliptic bend. 

 Fundamental operations in Elliptic Curve Cryptography 

are Point Multiplication, Point Expansion and Point 

Doubling. These operations can be perform over a wide 

range of  fields, be that as it may this usage bargains 

just with the prime field, which is more  qualified for 

programming execution purposes. 

 

4.4 ADVANTAGES  OF PROPOS ED S YSTEM 

 Major advantages is high efficient to transformat ion 

of packets from the source node to the destination 

nodes in Wireless Body Area Network.  

 It provides message authenticity and collusion 

resistance, and is efficient and feasible. 

 At the 163-bit ECC/1024-bit  RSA security level, an 

elliptic curve exponentiation for general curves  

over arbitrary prime fields is roughly 5 to 15 t imes 

as fast as an RSA private key operation, depending 

on the platform and optimizations.  

 At the 256-b it ECC/3072-bit  RSA security level the 

ratio has already increased to between 20 and 60, 

depending on optimizat ions.  

 To secure a 256-b it AES key, ECC-521 can be 

expected to be on average 400 times faster than 

15,360-b it RSA. 

5. RES ULTS  

This section summarizes the experimental results 

obtained in the implementation of the systems like 

Encrypt and Decrypt a messages through a network with 

secure in body area network by using ECC which was 

implemented by NS2. 

 

 
5.1 Source and Destination Identified  

 

 
5.2 Sending Message Source to Destination 

 

 
5.3 Packet Delivery Ratio in ECC. 

 

   Shows the Packet delivery ratio from source to destination 

is high with proposed ECC.In CP_ABE Packet Delivery  

Ratio  is less when compared with ECC which  was displayed 

in above figure 5.3. 
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5.4 Throughput in ECC. 

In ECC the Throughput ratio is very high when it was 

compared with existing CP_ABE which was displayed in 

figure5.4. 
 

 
5.5 Average Delay with waiting for Delivered Timestamp  

In CP_ABE average delay time is very high. In ECC average 

delay time is less when compared with existing CP_ABE 

mechanis m which was displayed in above figure 5.5.  

 
5.6 Delay in ECC 

In CP_ABE delay time is very high. In ECC delay time is 

less when compared with existing CP_ABE mechanism 

which was displayed in above figure 5.6. 

 

6. CONCLUS ION 

In this paper elucidation an efficient attribute-based 

encryption to using ECC the message is meant to be read by 

a group of users that satisfy certain access control rules in a 

BAN. Meanwhile, we design a protocol to secure the data 

communicat ions between implanted /wearable sensors and 

the data sink/data consumers. The design a more efficient 

encryption approaches with the less computation and storage 

requirement (CP ABE with constant cipher text length), 

which could be better suitable for practical situations (the 

multi- authority CP ABE scheme) in BAN. However, there 

is the extra computation cost in multi-authority CP ABE 

scheme and CP ABE with constant cipher ext length. The 

challenge is how to reduce the computation cost for better 

use in BAN. 
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